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1. Security assessment report of XWiki 

1.1. «Stored XSS» vulnerability 

Product (version): XWiki v 14.2-rc-1. 

Description: the possibility of introducing a malicious payload is implemented in the 
XWiki product, where WYSIWYG is used. 

Researcher: Alexey Solovyev (Positive Technologies). 

Exploitation 

XWiki uses WYSIWYG. If the user injects the following payload, it will be escaped: 
<img/src='1'/onerror=alert()>. 

Scenario 1 

A Hacker user has been created who is a member of the XWikiAllGroup group (see the 
figure 1). 

 

Figure 1. Creating a user named «Hacker» 

Now the hacker injects a malicious payload into the information section "ABOUT" (see the 
figure 2 and 3). 
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Figure 2. Entering a malicious payload (part 1) 

 

Figure 3. Entering a malicious payload (part 2) 
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As a result, the characters are escaped and the html entity is converted to plain text, 
which does not allow the attack to be performed. 

But if you intercept the request through a proxy, and replace the transmitted payload with 
a malicious payload, then the attack will be successful (see the figure 4). 

This vulnerability is present in all places where WYSIWYG is used. 

 

Figure 4. Replacing the transmitted payload with a malicious payload 
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Scenario 1 

An attacker can upload a photo that contains a malicious payload in the name, which will 
be executed (see the figure 5 and 6). 

 

Figure 5. A malicious payload in the name in a photo (part 1) 

 

Figure 6. A malicious payload in the name in a photo (part 2) 
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1.2. «Cross Site Request Forgery (CSRF)» vulnerability 

Product (version): XWiki v 14.2-rc-1. 

Description: the XWiki product implements the ability to send POST requests without a 
CSRF token. 

Researcher: Alexey Solovyev (Positive Technologies). 

Exploitation 

Adding tags occurs through a POST request without a CSRF-token (see the figure 7 and 8). 

 

Figure 7. Adding tags (part 1) 

 

Figure 8. Adding tags (part 2) 
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An attacker can create an html form on a controlled domain that will send a request to 
the attacked system (see the figure 9). 

 

Figure 9. Request to the attacked system 

After a successful attack, the user will have an attached tag in their profile (see the 
figure 10). 

 

Figure 10. An attached tag in user profile 

1.3. «Escalate Stored XSS to RCE through Python» 
vulnerability 

Product (version): XWiki v 14.2-rc-1. 

Description: by using "stored XSS", can get additional privileges necessary to create 
gadgets that run python code on the server, and get RCE. 

Researcher: Alexey Solovyev (Positive Technologies). 

Exploitation 

An attacker can create gadgets that run, for example, python code on the server (see the 
figure 11). 

 

Figure 11. A gadget that runs python code on the server 
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The python code, if you have the necessary rights, will be executed on the server. But 
due to the lack of rights, the code on the server will not be executed and the server will return 
an error (see the figure 12 and 13). 

 

Figure 12. A gadget containing python code 

 

Figure 13. Error to the execute the [python] macro 

So, if there is a stored XSS, an attacker can add the necessary rights to run the python 
code on the server (see the figure 14). 

 

Figure 14. Adding the necessary rights 

Now an attacker can encode the payload and embed it in stored XSS in their profile. When 
the administrator visits the Hacker's profile, a malicious payload will be executed and give the 
user hacker rights Xwikiadmingroup (see the figure 15). 
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Encode the payload and write an exploit: 

 

Figure 15. Encoded malicious payload 

An attacker injects a malicious payload based on an early identified stored XSS 
vulnerability in a profile (see the figure 16 and 17). 

 

Figure 16. Entering a malicious payload based on an stored XSS (part 1) 

 

Figure 17. Entering a malicious payload based on an stored XSS (part 2) 
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After the administrator viewed the attacker's profile, an exploit was executed that added 
him to the Xwikiadmingroup group (see the figure 18). 

Now the previously created gadget with python code will be executed on the server and 
return the result. 

 

Figure 18. Executing an exploit 

 


